“TO FOCUS THE DEFENSE OF CYBERSPACE, WE HAV

IDENTIFIED FOUR CRITICAL CYBER INFRASTRUCTURES: ENERGY, FINA
VERGING INFORMATION TECHNOLOGY AND COMMUNICATIONS SECTC
GOVERNMENT SERVICES (INCLUDING STATE AND MUNICIPAL GOVER
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Sun solutions

Cybersecurity risks can be mitigated using Sun’s trusted
operating systems, Solaris10, OpenSolaris, andJava
These products build in information assurance from day
one by doing the following:

> Centralize policy

> Control intra-domain communication
> Support compartmentalization

> Layer protection

Cybersecurity and open source

Using Sun’s open-source solutions, your organization
can dramatically improve security capabilities and mis
sion assurance effectiveness at minimal cost. Commercial
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SUN CYBERSECURITY SOLUTIONS

Commercial Open Source Software (COSS) System Assurance Development Process

XxVM Mission Assurance Risk Management Framework
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the lifecycle of technology development—from
security design, implementation, verification and
certification. Sun uses open standards to prevent
vendor lock-in.

Sun cybersecurity solutions provide
> 100% decrease in vulnerabilities using Java

> 100% increase in nondisclosure protection
using Solaris

>100% increase in integrity protection using
Unified Storage Systems

> 100% increase in availability using Sun
xVM Portfolio

open-source software provides a transparent way to review



