
>“TO FOCUS THE DEFENSE OF CYBERSPACE, WE HAVE 
IDENTIFIED FOUR CRITICAL CYBER INFRASTRUCTURES: ENERGY, FINANCE, THE CON-
VERGING INFORMATION TECHNOLOGY AND COMMUNICATIONS SECTORS, AND 
GOVERNMENT SERVICES (INCLUDING STATE AND MUNICIPAL GOVERNMENTS).”
– A REPORT OF THE CSIS COMMISSION ON CYBERSECURITY FOR THE 44TH PRESIDENCY, DECEMBER 2008

Sun delivers cybersecurity solutions through open-
source software and best practices. Sun has created 
a diverse ecosystem of products designed to resist 
the complete spectrum of cybersecurity threats.

As the world’s leading developer of open technolo-
gies and platforms, Sun provides a robust system 
assurance platform to manages risks and threats. 
Our cybersecurity research produces the most 
comprehensive solutions for Web-scale and enter-
prise network computing environments, including 
in-depth defense with layered firewall and intrusion 
detection systems, visualization, and analytics. 

Top ten recommendations to increase cyber- 
security posture 
1.	 Leverage open systems, open standards, and 

open-source software development

2.	 Centralize policy with distributed enforcement 
through metrics and management

3.	 Control all communication between domains—
one compromise of security should not com-
promise the entire organization

4.	 Move to a trusted operating system that pro-
vides more rigor from a security perspective

5.	 Use trustworthy secure storage devices and servers

6.	 Move to trusted Ultra-Thin Client architecture and 
virtualized desktops to increase security and secure 
the end-point

7.	 Layer protection with complementary security priori-
ties—using multiple firewalls between your agency  
and the outside world

8.	 Develop applications with vendor independent 
implementations of various layers using standards 
based on protocols, specifications, and data for-
mats—increasing overall flexibility and meeting 
protocols set in place by the new administration

9.	 Separate the presentation, business rule, and data 
layers—enforced with end-to-end security mecha-
nisms—allowing your agency to implement an extra 
layer of security between each

10.	Follow software security best practices

Sun security focus
Sun develops security-focused technologies that are ef-
fectively used in global business and network computing 
including the JavaTM platform and programming language, 
operating system security-enforcing features in SolarisTM, 
and security mechanisms in storage platforms. As the in-
dustry leader in identity and access management software, 
including the Glassfish application server and MySQLTM, Sun 
builds products to complete the overall security strategy. 

Sun solutions
Cybersecurity risks can be mitigated using Sun’s trusted 
operating systems, Solaris10, OpenSolaris, and JavaTM. 
These products build in information assurance from day 
one by doing the following: 

>	Centralize policy

>	Control intra-domain communication

>	Support compartmentalization

>	Layer protection

Cybersecurity and open source
Using Sun’s open-source solutions, your organization 
can dramatically improve security capabilities and mis-
sion assurance effectiveness at minimal cost. Commercial 
open-source software provides a transparent way to review 

the lifecycle of technology development—from 
security design, implementation, verification and 
certification. Sun uses open standards to prevent 
vendor lock-in.

Sun cybersecurity solutions provide 
>	100% decrease in vulnerabilities using Java

>	100% increase in nondisclosure protection 
using Solaris

>	100% increase in integrity protection using 
Unified Storage Systems

>	100% increase in availability using Sun
xVM Portfolio

Commercial Open Source Software (COSS) System Assurance Development Process xVM Mission Assurance Risk Management Framework
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